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About FSMLabs

Who We Are

Independent, self-financed,
specialist system and operating
system software development,
integration and support firm

Focused on adapting “off the shelf”
technology to high-performance
and critical response-time
applications

16-year record of success in
building mission critical real-time
acceleration for standard software

Clients on every continent except
Antarctica

TimeKeeper

Who We Serve

Exchanges

Banks

Brokerage Firms
Proprietary Trading Firms
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TimeKeeper Compliance eases FINRA, MIFID, etc.
time sync monitoring and reporting burden

Monitors/records every time sync transaction and measurement

Tracks track primary time source (normally local GPS) and cross-
check NIST (as per FINRA)

Able to alert immediately when any system is out of certain bounds

GUI for high level view of compliance/non-compliance

Produces PDFs for long-term storage of monitoring/reporting =

|
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Consolidates logs over standard PTP/NTP protocols between hosts [I=

 Even between datacenters
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Reporting via the GUI

@ Choose Reports Dally, Weekly, monthly, yearly
Compliance Finished Regport at Mon, 30 Jan 2097 22:32:04 .
Report ReportType e wonth  Day reports are available

I Sl Al T Al SAl . .

: wovy | mE G As much detail or as little as

FINRA 192 net 15 .

FINRA amazon hosts eekly 16 needed. DeS|gnEd to be

Yearly 17 . .

® simple and provide only

necessary data for reporting

[ show All Detall

Synchronization Report for 2017-01-15 to 2017-01-16 - : -
Clignts WY MaxMUm-errsetrdnge

Repart Start 5un, 15 Jan 2017 00:00:00 GMT sync'd Waring QUICkly see hOW many hOStS
ReportEnd Mon, 16.Jan 2017 00:00:00 CMT . .

Cap Breaches: 1 exceeded certain time offset
axoEs B thresholds, for how long and

how many times

Max Gap: 0h16m 57s

Clientset 10%
warning Threshold: .000050

Breach Threshold 000100

Showing all of 1 daily report fFor the 15th of January 2017
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Reporting via PDF files

@ Logfile Integrity & Traceability

Similar to GUI reports but in

Mumber of Caps = 180s: 11

e PDF form — with all selections
. - expanded

IP Address Max Offset Gaps Max Gap samples
10.0.0.3 0.000 007 704 0 D 76602
10.0.0.5 0.000 007 297 0 D 72415 .
; : Ease to archive for long-term
10.0.0.1 0.001 100 192 11 oh 16m 445 67640

record keeping

Simple to include in other
reports
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How TimeKeeper Compliance works

« TimeKeeper setup to serve/receive time sync
* TimeKeeper clients start recording data

* Every 15 seconds (configurable) TimeKeeper shares
sync data with servers/clients/other network nodes

« Data is stored in /var/log/timekeeperclients/

« User configures a given TimeKeeper instance to
generate Compliance reports with stored data

4
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Deployment: Software-only architecture

Non TimeKeeper GM

PTP and/or NTP PTP and/or NTP

Linux system running
TimeKeeper Compliance TimeKeeper Compliance
that consolidates logs that consolidates logs
and creates reports and creates reports

Time sync clients running Time sync clients running
TimeKeeper TimeKeeper
TimeKeeper 6

TimeKeeper Clients get time
via PTP or NTP from non
TimeKeeper grandmasters

TimeKeeper Compliance runs
on your own hardware to
collect client logs and
generate reports, gets data
directly from clients

Compliance instances
communicate to share data
between data centers and/or
duplicate records for disaster
recovery
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Deployment: TimeKeeper-based time appliance

TimeKeeper 1G/10G
Grandmaster

PTP and/or NTP

Time sync clients running
TimeKeeper

TimeKeeper

NTP, PTP for failover

PTP communication shares log files

[

Linux system running
TimeKeeper Compliance
that consolidates logs
and creates reports

Linux system running
TimeKeeper Compliance
that consolidates logs
and creates reports

TimeKeeper 1G/10G
Grandmaster

PTP and/or NTP

Time sync clients running
TimeKeeper

~

TimeKeeper Clients get time
via PTP or NTP from
TimeKeeper grandmasters

TimeKeeper Compliance runs
on your own hardware to
collect client logs and
generate reports, gets data
from grandmasters

Compliance instances
communicate to share data
between data centers and/or
duplicate records for disaster
recovery
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Installation/setup Is easy

Install TimeKeeper 7.2.0 or newer
Use a “compliance enabled” license
Turn on Compliance

— Add ENABLE_COMPLIANCE=1 to
/[etc/timekeeper.conf, refer to TimeKeeper
documentation for all options

Confirm clients are providing data

— Ivar/log/timekeeperclients should be populating
— GUI will show ‘clients’ in timing quality tab

Wait ~24 hours for first day of reports to appear
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Data retention requirements (disk space)

* Varies by protocol, sync rate, etc.

» Typical/default values would be 1
update/second, NTP/PTP and thus ~2.7MB
per client/source/day

* This would be ~985MB/year
* For 20k clients: ~20TB/year
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Compliance performance

« Compliance reports are generated every 24
hours

* Processing all client data can be slow and
require up to 24 hours to generate

* Disk speed is the limiting factor
— SSDs speed up the process tremendously
— Running on virtual hardware can be very slow

» Generally recommended to not run
Compliance on systems also serving time
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For more information, contact us!

FSMLabs, Inc.

11701 Bee Caves Road, Suite 200
Austin, TX 78738

USA

sales@fsmlabs.com

Telephone: 1-512-263-5530
Fax: 1-866-724-4435
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